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DASH7 ALLIANCE PROTOCOL

 Wireless Sensor and Actuator Network Protocol (WSAN)

 Originates from ISO 18000-7 (“dash7”)

 describes the parameters for active air interface communications at 
433 MHz (2008 - 2009)

 Extended to support IoT functionalities

 Now support all sub-GHz ISM/SRD bands

 Star or tree network topology (no mesh)

 v1.1 of the spec published in Q1 2017.

 Active members of the Protocol Action Group: 
Wizzilab, University of Antwerp, Wroclaw Technical University
and CORTUS
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BLAST networking technology

Bursty
Data transfer is abrupt and does not include content such as video, audio, or other isochronous forms of data

Light
For most applications, packet sizes are limited to 256 bytes. Transmission of multiple, consecutive packets may occur 
but is generally avoided if possible.

Asynchronous
DASH7's main method of communication is by command-response, which by design requires no periodic network 
"hand-shaking" or synchronization between devices.

Stealth
DASH7 does not use discovery beacons, end nodes can chose to respond only to pre-approved devices.

Transitional
A DASH7 system of devices is inherently mobile or transitional. Unlike other wireless technologies DASH7 is upload-
centric, not download-centric, thus devices do not need to be managed extensively by fixed infrastructure (i.e. base 
stations) to respond only to pre-approved devices.
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NETWORK TOPOLOGY

 Tags can only be read in the immediate proximity of 
a reader
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PASSIVE RFID
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NETWORK TOPOLOGY

 Longer range interrogators - Master/Slave 

5

ACTIVE RFID
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NETWORK TOPOLOGY

 Range depends on number of router nodes

 Congestion - Routing complexity

 Latency due to propagation through the network

 Routers need to be powered and add to the overall 
consumption of the system
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MESH WSN
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NETWORK TOPOLOGY

 Range of Gateway can be extended by subcontrollers

 Simple routing (2 hops)

 Subcontrollers need to be powered but only a few 
are needed

 Tag-2-Tag communication
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DASH7
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NETWORK TOPOLOGY
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Distance – Complexity – Energy – Latency

Tree MeshStar

Passive RFID
Tags can only be 
read in the 
intermediate 
proximity of a 
reader

Active RFID
Longer range 
interrogators –
Master/Slave

DASH7
Simple routing (2 hops)
subcontrollers are power but 
only few are needed
Tag-to-Tag & Tag-Talk-First 

Mesh
Range depends on number of 
router nodes

Congestion – Routing Complexity –
Latency
Routers need to be powered
Each hop consumes energy
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FULL STACK SPECIFICATION
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APPLICATION LAYER PROTOCOL

Structured data
 Everything is a file (sensor values, 

system configuration, encryption 
keys...)

 Any application action, data 
exchange method or protocol is 
mapped exclusively onto 
manipulation of Structured Data 
Elements (D7A Files) and their 
properties.
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EVERYTHING IS A FILE

ALP

ALP is a generic API for manipulating 

D7A files. The interface can be D7A, 

but also UART, BTLE

ALP commands are composed of 

ALP Actions

Actions can be read, write, create, 

delete, execute, condition (query), 

grant permission, etc...

Local or OTA

QUERIES + ACTIONS + D7A

=

DISTRIBUTED DATABASE
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Communication Model
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Pull
To obtain tag sensor data

To set actuator data

Unsollicited – Tag Talk First
For alarms and periodic data

• Polling data using D7AP Advertising Protocol
• Pushing data using D7AP Action Protocol
• Dormant sessions (wait for the tag to talk first)
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COMMUNICATION SCHEMES

• Advertisement protocol

• Gateway queries endpoints

• Low power wake—up
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D7AADVP
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COMMUNICATION SCHEMES

• Action protocol

• Notification / tag-talks-first

• ALP command preregistered on endnodes

• Filesystem can be configured to activate ALP command upon file access
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D7AACTP
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COMMUNICATION SCHEMES
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D7AACTP – APPLICATION EXAMPLE 
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Humidity Notification

Send a message to 0x23BE with 
the humidity and the battery level 
when the humidity changes.

Battery Alarm

Broadcast battery alarm when 
battery below 20% and send all 
latest sensor values.

Sensor on Presence

When the presence is detection 
from a mobile device and 
temperature is below 21°C, send 
‘on’ command to local heating.
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COMMUNICATION SCHEMES
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D7AACTP - IMPLEMENTATION IN APPLICATION FIRMWARE
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Humidity Notification

Measure humidity at x sec interval 
and write value to file with ID 0x34

Battery Alarm

Measure battery at x sec interval 
and write value to file with ID 0x25

Sensor on Presence

Measure temperature at x sec 
interval and write value to file with 
ID 0x33
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COMMUNICATION SCHEMES
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D7AACTP - CONFIGURATION OF FILE SYSTEM

16

Humidity Notification

Configure notification header for 
file 0x34 and set query to 
condition different from previous 
value. Set 0X23BE and 0x34 in 
notification file.

Battery Alarm

Configure notification header for 
file 0x25 and set query to 
condition 
< 20.  Set 0x25, 0x34 and 0x33 in 
notification file.

Sensor on Presence

Configure notification on file 0x19 
(localisation file) and set 0x33 in in 
the notification file.
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COMMUNICATION SCHEMES

D7AActP
Ideal for periodic sensor data 
transmission or sensor triggered
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TRADE-OFFS

D7AAdvP
Ideal for ad-hoc data gathering, not 
for periodic or sensor triggered.

Tradeoff between energy 
consumption and latency

• Dormant sessions
• Use case specific, combinations possible
• Network behavior over-the-air updatable
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CONTEXT AWARE SENSOR AND ACTUATOR DATA PROPAGATION

Write and read from files

Configure system through configuration files

Configured through file system

Handles scheduled scan cycles

Handles queries from other devices

Handles queries and notifications on file changes

File system configurable over the air
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D7 DATA ELEMENTS
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D7 DATA ELEMENTS
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FILE ID LIST
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SESSION LAYER

 Defines the method for queuing, scheduling, transmitting, retransmitting and receiving upper layer Requests

 Defines the QoS

 Destination Access parameters

 Power Autoscaling
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 Defines the concept of request-response = transaction.

 Defines  the concept of dialog

 Defines a method for acknowledging single and group 
requests (end to end connection and reliability).

 It provides the toolkit for minimizing the usage of 
D7AAdvP through requester-controlled ad-hoc 
extension of the foreground scan.

TRANSPORT LAYER
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NETWORK LAYER

 Authentication and Encryption options based on well established security algorithms:

 AES 128 bits CTR/CBC-MAC/CCM algorithms

 Native Support for No-Hop & One-Hop. Hopping remains compatible with security.

 Can be extended for multi-hop.
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DATA LINK LAYER

 Provides the air-link toolkit : channel scan, reception, transmission, medium multiple access (CSMA-CA).

 The access to the medium is performed using a mandatory listen-before-talk routine.

 First level of frame filtering (subnet, link quality, address)

 Access Profile = channel(s) scanned during scan automation, type of scan, sleep period, Tx EIRP, etc...
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DATA LINK LAYER
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CSMA-CA
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DATA LINK LAYER

 Group all the Access parameters into an Access Profile

 Profiles are stored in dedicated D7A files. Maximum 15 profiles are allowed in the network.

 Each profile is referred to by its index called Access Class.

 Access Profiles are generally not transmitted over the air, they are configured by the Network Manager.

 A device transmits its Access Class to the device it is communicating with.
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ACCESS PROFILES
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PHYSICAL LAYER

 Defines the spectrum, modulation and channel coding characteristics

 Capable of performing RSSI measurement with 6 dBm accuracy.

 Programmable output power for AGC

 Automatic low-power RX polling

 Automatic CCA before transmitting (listen-before-talk)
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OSS7 PROTOCOL STACK

 OSS-7 is an open source implementation of the DASH7 Alliance protocol

 Reference implementation for spec

 Code readability more important than performance

 HAL API allows support multiple platforms

 (MCU, radios, ...)

 Code hosted on github: https://github.com/MOSAIC-LoPoW/dash7-ap-open-source-
stack
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